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Unit 5 – Think before you click! 
Internet key terms 
cloud computing Cloud computing is a great way to store 

lots of data.  
Cloud-Computing, Datenwolke 

cookie Before entering a website, you usually 
need to select your cookie preferences.  

kleine Textdatei, Cookie 

cybersecurity In the 21st century, cybersecurity is more 
important than ever.  

Internetsicherheit 

firewall You need to update your firewall or you 
will get viruses. 

Sicherheitssystem eines Computers 
/ Netzwerks 

hashtag I believe teens use hashtags too much. Stichwort, Schlagwort 

link Did you get the link I sent you? It’s to a 
really funny video. 

Internetlink 

meme I shared a funny meme with my friends 
yesterday. 

(lustiger) Medieninhalt mit 
Wiedererkennungswert, der sich 
im Internet verbreitet 

phishing Susan tries very hard to make sure older 
people do not fall for phishing scams.  

betrügerisches Entlocken sensibler 
Daten 

search engine I don’t know how I would find anything if I 
didn’t have a search engine. 

Suchmaschine 

streaming Has that new show started streaming yet? 
I’m really excited to watch it.  

Datenübertragungsverfahren 

to go viral Bree went viral with her makeup tutorials.  viral gehen, sich (in den sozialen 
Medien) rasant schnell verbreiten 

trending The president was trending for something 
he said on TV.  

Trending (in den sozialen Medien 
zu einem bestimmten Zeitpunkt 
am häufigsten genannt werden) 

Talking about my online behaviour 

to usually spend … hours a 
day online 

Mimi usually spends 3 hours a day online, 
but hopes she can reduce that number.  

normalerweise … Stunden am Tag 
online verbringen 

to like chatting / playing 
online games / streaming 
(music) videos …  the most 

I like chatting / playing online games the 
most because it’s a great way to connect 
to my friends who live far away.  

am Chatten / Online-Spiele-Spielen 
/ Streamen von Musikvideos …  
den größten Gefallen finden 

to use voice calls / instant 
messaging … to 
communicate with friends 

It is strange that the younger generation 
does not use voice calls to communicate 
with friends, they prefer instant messaging.  

Sprach- / Sofortnachrichten 
verwenden, um mit Freunden/ 
Freundinnen zu kommunizieren 

to receive lessons on how to 
do research on the Internet 
/ use artificial intelligence 
responsibly / stay safe on 
the Internet 

I believe older people should receive 
lessons on how to do research on the 
Internet / use artificial intelligence 
responsibly / stay safe on the Internet.  

Unterricht darin erhalten, wie man 
im Internet recherchiert / 
künstliche Intelligenz 
verantwortungsvoll benutzt / im 
Internet sicher unterwegs ist 

to use trustworthy sources The teacher warned the kids that they 
needed to use trustworthy sources in their 
research paper.  

vertrauenswürdige Quellen 
verwenden 

to compare information If you want to find out whether something 
is fake news, compare the information in 
the article with other sources.  

Informationen vergleichen 

to look for up-to-date 
sources 

Ella looks for up-to-date sources so she is 
never behind on the news. 

nach aktuellen Quellen suchen 

AI does not always produce 
correct answers 

Adela is careful when using ChatGPT 
because she knows that AI does not 
always produce correct answers. 

künstliche Intelligenz nicht immer 
korrekte Antworten produziert 

to evaluate information 
provided by AI critically 

I always evaluate information provided by 
AI critically because I do not trust it 
completely.  

Information, die von künstlicher 
Intelligenz erzeugt worden ist, 
evaluieren / einschätzen 
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How to stay safe on the Internet 

hacker / spammer / 
predator 

Hackers / Spammers / Predators often try 
to get passwords from people by 
pretending to be their friend. 

Hacker/in / Verfasser/in von 
Spammails / Räuber/in 

to steal someone’s identity All a criminal really needs is some basic 
information to steal someone’s identity.  

jemandes Identität stehlen 

to attack someone in the 
digital world 

If you attack someone in the digital world, 
it is still a crime. 

jemanden in der digitalen Welt 
angreifen 

to not share any private 
information 

It’s important to not share any private 
information with someone you have never 
met.  

keine privaten Informationen 
teilen 

to figure out one’s identity Only a few pieces of information are 
needed to figure out one’s identity online.  

jemandes Identität herausfinden 

to pretend to be someone 
else 

Predators often pretend to be someone 
else online to get information from you. 

vorgeben, jemand anderes zu sein 

to get in trouble with the 
law 

I don’t download films illegally because I 
don’t want to get in trouble with the law.  

mit dem Gesetz in Konflikt geraten 

posts will not disappear Please remember that posts will not 
disappear – once they are online, anyone 
can find them.  

Postings werden nicht 
verschwinden 

to have to live with what 
someone posts 

Amy will have to live with what she posts, 
no matter how much she regrets it later. 

damit leben müssen, was jemand 
postet 

to illegally download music 
/ videos 

I used to illegally download music / videos 
but stopped because my computer kept 
getting viruses.  

Musik / Videos illegal 
herunterladen 

to (not) hide behind a 
screen name 

Bullies hide behind a screen name so they 
can say whatever they want to people 
online.  

sich (nicht) hinter einem 
Benutzernamen verstecken 

to trust one’s gut instinct It is important to trust one’s gut instinct 
when deal with scammers. 

dem Bauchgefühl vertrauen 

to be traceable on the 
Internet 

Everyone, no matter how careful, is 
traceable on the Internet.  

im Internet auffindbar / aufspürbar 
sein 

to be impossible to delete 
something 

Parents need to teach their kids that it is 
impossible to delete something once it’s 
online.  

unmöglich sein, etwas zu löschen 

to use one’s personal 
information 

Websites will use one’s personal 
information to provide targeted 
advertisements.  

persönliche Daten verwenden 

to not click on suspicious 
links 

It is just common sense to not click on 
suspicious links sent to you by strangers.  

keine verdächtigen Links anklicken 

to update one’s software 
regularly 

In order to update your software regularly, 
you need to restart your computer once a 
day.  

die Software regelmäßig 
aktualisieren 

to not believe everything 
one reads online 

Kimmy does not believe everything she 
reads online because she knows there is a 
lot of fake news out there.  

nicht alles glauben, was man 
online liest 

to change passwords once 
in a while 

If you change passwords once in a while, 
your personal information will be much 
more secure.  

ab und zu das Passwort ändern 

to install an antivirus 
programme 

Abe installed an antivirus programme on 
his computer to keep it running smoothly. 

ein Antivirenprogramm installieren 

to not download 
attachments from unknown 
sources 

Jackie knows not to download 
attachments from unknown sources 
because they often have viruses in them. 

keine Anhänge von unbekannten 
Quellen herunterladen 

to not use weak passwords Bo does not use weak passwords and so 
he has never been hacked. 

keine schwachen Passwörter 
verwenden 
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to respect copyright laws Companies that respect copyright laws 
have fewer difficulties with the law. 

Urheberrechtsgesetze respektieren 

to only browse secure 
websites 

I think it is common sense to only browse 
secure websites because anything else 
could give you a virus.  

nur sichere Websites besuchen 

to use a password that is 
easy to guess 

If you use a password that is easy to guess, 
it is very likely your account will be 
hacked.  

ein Passwort verwenden, das leicht 
zu erraten ist 

What makes a password safe? 

to hack someone’s bank 
account / private files 

It is a crime to hack someone’s private 
files. 

ein Bankkonto / private Dateien 
hacken 

to cause terrible damage Hackers can cause terrible damage to both 
governments and regular people.  

schrecklichen Schaden verursachen 

to know what makes a 
password strong / weak 

If you do not know what makes a 
password strong or weak, you should ask. 

wissen, was ein Passwort stark / 
schwach macht 

to be very good at guessing 
passwords 

Hackers are very good at guessing 
passwords so not making them a real word 
is the best option.  

sehr gut darin sein, Passwörter zu 
erraten 

to be easy to discover If you use your birthday as a password, it 
will be easy to discover for hackers.  

leicht zu entdecken sein 

to add upper case letters / 
numbers / special 
characters 

One way to keep hackers from guessing 
your password is to add upper case letters 
/ numbers / special characters.  

Großbuchstaben / Zahlen / 
Sonderzeichen hinzufügen 

to be a scam Do not answer that call, it is a scam.  ein Betrug sein 

to log in / log out of an 
account 

If you are a registered user, please log in. / 
Remember to always log out of an account 
you use outside of your home.  

sich in ein Konto einloggen / sich 
aus einem Konto ausloggen 

to feel a little more secure Changing my passwords every week 
makes me feel a little more secure. 

sich ein bisschen sicherer fühlen 

Are you a good digital citizen? 

What should a good digital citizen do? 

to think about how one’s 
comments / posts will make 
someone feel 

Kristina always thinks about how her 
comments / posts will make someone feel 
before she posts them.  

darüber nachdenken, was 
Kommentare / Beiträge bei 
anderen auslösen 

to keep one’s passwords 
secret 

In order to keep your passwords secret, 
you should not even tell your friends what 
they are.  

seine Passwörter geheim halten 

to ask before posting 
someone’s pictures 

It’s important to ask before posting 
someone’s pictures online.  

fragen, bevor man die Bilder von 
jemandem postet 

to always think carefully 
about what one says / posts 
online 

Teens do not always think carefully about 
what they say / post online. 

immer genau darüber nachdenken, 
was man online sagt / postet 

to always follow a country’s 
laws online 

Even if you are abroad, you must always 
follow a country’s laws online.  

die Gesetze eines Landes online 
immer befolgen 

to not judge too fast Try to not judge too fast when someone 
posts something embarrassing.  

nicht zu schnell urteilen 

What should a good digital citizen not do? 

to trust everyone online Mina trusts everyone online, she should 
be more careful.  

jedem / jeder online vertrauen 

to share personal 
information online 

If you share personal information online, 
you may be hacked or bullied.  

persönliche Informationen online 
teilen 

to do illegal things like 
downloading music, videos 
or films without 
authorisation 

Doing illegal things like downloading music, 
videos or films without authorisation is 
something Kelsey would never do because 
she scared of getting caught.  

illegale Dinge tun, wie Musik, 
Videos oder Filme ohne Erlaubnis 
herunterzuladen 
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to believe everything one 
sees / reads online 

Doris believes everything she sees / reads 
online and it’s become a big problem for 
her friends and family.  

alles glauben, was man online sieht 
/ liest 

to forward offensive 
messages 

Never forward offensive messages, even if 
it’s a joke for your friends.  

beleidigende Nachrichten 
weiterleiten 

to open emails from people 
one does not know 

Rita opens emails from people she does 
not know all the time so her son had to 
explain to her why that is dangerous.  

E-Mails von unbekannten Personen 
öffnen 

Sharing information online 

to share photos / memes / 
funny videos / updates 
about one’s life / 
inspirational quotes 

I mostly use social media to share photos / 
memes / funny videos with my friends / 
updates about my life / inspirational 
quotes. 

Fotos / Memes / lustige Videos / 
Updates / inspirierende Zitate 
teilen  

to get likes / comments / 
shares / supportive 
messages 

Sometimes I think people just post things 
online to get likes / comments / shares 
and supportive messages.  

Likes / Kommentare / Shares / 
unterstützende Nachrichten 
erhalten 

to receive positive reactions 
to one’s post(s) 

It always feels nice to receive positive 
reactions to one’s post.  

positive Reaktionen auf einen 
Beitrag / Beiträge erhalten 

to appreciate someone’s 
content 

I only appreciate someone’s content if 
they provide sources for the information 
they post. 

jemandes Inhalt/e wertschätzen 

to help people feel 
connected 

Social media is not perfect, but it does 
help people feel connected to each other. 

Menschen helfen, sich verbunden 
zu fühlen 

to feel upset / anxious / 
confused 

It makes George feel upset when he sees 
people on social media having fun without 
him. / Some people feel anxious about 
online safety, but there are ways to stay 
safe. / My grandparents feel confused 
about online safety, but there are easy 
ways to protect yourself. 

verärgert / ängstlich / verwirrt sein 

to have a negative impact 
on people’s mood 

Too much social media can have a 
negative impact on people’s mood.  

eine negative Auswirkung auf die 
Stimmung der Menschen haben 

to check if the information 
is true 

Social media sites use AI to check if the 
information is true in the articles they 
post.  

überprüfen, ob die Informationen 
wahr sind 

to report content You need to report content online that 
you know is not true.  

Inhalte melden 

to correct the information Some websites try to correct the 
information they know is false.  

Angaben korrigieren 

to (not) share the 
misinformation further 

Every good digital citizen should not share 
misinformation further, they should just 
report it.  

Falschinformationen (nicht) 
weiterverbreiten 
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